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OVERVIEW

KEYper Systems is not intended to be assigned a Public IP Address or made directly publicly accessible on the
internet. We strongly discourage this use of our products due to the security concerns, especially if you have personal
or sensitive data on the systems or its network. There are safe and secure means to configure our products for online
availability and it's the system owners responsibility to follow and maintain appropriate security controls. We want to
reemphasize our hardening guidelines and give you the opportunity to discuss secure ways of achieving your
operational objectives.

NEXT STEPS

If you wish to keep your system internet facing, you should refer to our system hardening guide linked in the
references section below to harden your product. In any case we always recommend, however you use your
system, that you keep your product up to date, use secure passwords and PINs appropriate to the application, and
where applicable use firewalls and antivirus applications, especially if it is networked, as you would with any device
containing a Windows PC.

CONTACT INFORMATION
If you have additional questions, please contact KEYper Support at 704.455.9400

KEYper Support Portal: https://www.keypersystems.com/support/

REFERENCES

https://keyperprodam0Q01std.blob.core.windows.net/documentation-training/Manuals/DMI020_B-
Elite_Security _Hardening_Guide_2020-12-02.pdf

TERMS OF USE

THIS DOCUMENT IS PROVIDED "AS IS". IT DOES NOT IMPLY ANY KIND OF GUARANTEE, WARRANTY, OR
UNDERTAKING, NOR DOES IT EXPAND THE SCOPE OF ANY GUARANTEE, WARRANTY OR UNDERTAKING MADE IN
ANY AGREEMENT TO WHICH AN ASSA ABLOY GROUP COMPANY IS A PARTY, INCLUDING THE WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. ANY USE OF THE INFORMATION CONTAINED
HEREIN OR MATERIALS LINKED FROM THIS DOCUMENT IS AT YOUR OWN RISK. ASSA ABLOY GLOBAL SOLUTIONS
RESERVES THE RIGHT TO CHANGE OR UPDATE THIS DOCUMENT AT ANY TIME.

A STANDALONE COPY OR PARAPHRASE OF THE TEXT OF THIS DOCUMENT THAT OMITS THE DISTRIBUTION URL IS
AN UNCONTROLLED COPY. UNCONTROLLED COPIES MAY LACK IMPORTANT INFORMATION OR CONTAIN FACTUAL
ERRORS. THE INFORMATION IN THIS DOCUMENT IS INTENDED SOLY FOR END USERS’ LAWFUL USE OF ASSA
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https://www.keypersystems.com/support/
https://logging.apache.org/log4j/2.x/security.html

qg KEYper Systems

ABLOY GLOBAL SOLUTIONS PRODUCTS.

V1.0 08-05-2020 KEYper-PSA-2020-01 Page 1 of 1

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT”



	Blank Page



