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KEYPER PRODUCT SECURITY ADVISORY 

SPRING4SHELL (CVE-2022-22965) & SPRING CLOUD (CVE-2022-22963) 
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OVERVIEW 

KEYper has been made aware of a publicly disclosed vulnerability known as Spring4Shell (CVE-2022-22965) relating 
to a 0-day vulnerability in the Spring Core Framework published on 1st April 2022. Linked to this, is an issue for the 
Spring Cloud Function (CVE-2022-22963). After investigation, KEYper can confirm that all KEYper products and 
solutions do not use the Java framework and so do not use Spring4Shell or the Spring Cloud Function. 

NEXT STEPS 

None. 

Rest assured safety and security remain at the core of what we do. Accordingly, we consistently monitor, assess, and 
optimize our protocols to better ensure the safety and security of our users and technology. 

CONTACT INFORMATION 

If you have additional questions, please contact your KEYper representative. 

If you suspect that a KEYper product has been the target of an attack, please contact KEYper Technical Support: 

https://www.keypersystems.com/support/  

REFERENCES 

Spring’s Core Framework Issue Disclosure: https://nvd.nist.gov/vuln/detail/CVE-2022-22965 
Spring’s Cloud Function Issue Disclosure:   https://nvd.nist.gov/vuln/detail/CVE-2022-22963
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