@ KEYper Systems

KEYPER PRODUCT SECURITY ADVISORY

SPRINGA4SHELL (CVE-2022-22965) & SPRING CLOUD (CVE-2022-22963)

Document ID Date Revision Initial publication Document category
KEYper-PSA-2022-01 04-07-2022 1 04-07-2022 Information
LP:WHITE

No restriction on distribution

OVERVIEW

KEYper has been made aware of a publicly disclosed vulnerability known as Spring4Shell (CVE-2022-22965) relating
to a 0-day vulnerability in the Spring Core Framework published on 1st April 2022. Linked to this, is an issue for the
Spring Cloud Function (CVE-2022-22963). After investigation, KEYper can confirm that all KEYper products and
solutions do not use the Java framework and so do not use Spring4Shell or the Spring Cloud Function.

NEXT STEPS

None.

Rest assured safety and security remain at the core of what we do. Accordingly, we consistently monitor, assess, and
optimize our protocols to better ensure the safety and security of our users and technology.

CONTACT INFORMATION

If you have additional questions, please contact your KEYper representative.

If you suspect that a KEYper product has been the target of an attack, please contact KEYper Technical Support:
https://www.keypersystems.com/support/

REFERENCES

Spring’s Core Framework Issue Disclosure: https://nvd.nist.gov/vuln/detail/CVE-2022-22965
Spring’s Cloud Function Issue Disclosure: https://nvd.nist.gov/vuln/detail/CVE-2022-22963

TERMS OF USE

A STANDALONE COPY OR PARAPHRASE OF THE TEXT OF THIS DOCUMENT THAT OMITS THE DISTRIBUTION URL IS
AN UNCONTROLLED COPY. THIS DOCUMENT IS PROVIDED "AS IS". IT DOES NOT IMPLY ANY KIND OF GUARANTEE,
WARRANTY, OR UNDERTAKING, NOR DOES IT EXPAND THE SCOPE OF ANY GUARANTEE, WARRANTY OR
UNDERTAKING MADE IN ANY AGREEMENT TO WHICH AN ASSA ABLOY GROUP COMPANY IS A PARTY, INCLUDING
THE WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. ANY USE OF THE
INFORMATION CONTAINED HEREIN OR MATERIALS LINKED FROM THIS DOCUMENT IS AT YOUR OWN RISK. ASSA
ABLOY GLOBAL SOLUTIONS RESERVES THE RIGHT TO CHANGE OR UPDATE THIS DOCUMENT AT ANY TIME.

UNCONTROLLED COPIES MAY LACK IMPORTANT INFORMATION OR CONTAIN FACTUAL ERRORS. THE INFORMATION

IN THIS DOCUMENT IS INTENDED SOLY FOR END USERS’ LAWFUL USE OF ASSA ABLOY GLOBAL SOLUTIONS
PRODUCTS.
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